ON-LINE PAYROLL WARRANT LOGIN PROCESS

1. Enter the following address in your web browser:
https://www.egov.state.ia.us/warrants/warrantProcessorServlet

2. A“Welcome” screen will appear. Click on the “Continue to Log In” tab & the following will appear:
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3. Enter your User ID as your email address, for example: john.doe@iowa.gov and then enter your current e-mail

(network) password. Click “yes” when the “Security Alert” box appears. The first time you log in, the following
will appear. Subsequent log-in's will bypass these screens.
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Enterprise Authentication and Authorization

Web Warrants - Account Identity Baseline Setup

ITD's Enterprise suthentication and Authorization (Enterprise 48:A) was created to better help you the users of
enterprise systems manage your authentication to various Enterprise A8A enabled systems. With Enterprise AZa
enabled systems you only need to remember one universal user Id and password for all your access needs to
these systems. Enterprise 484 allows you, without the aid of the ITD help desk, to reset your own password. To
facilitate this new ability we need to be able to authenticate the person who is requesting the password change.
This authentication is for your protection so that only you can reset your password, Authentication for password
resets is based on your Baseline Profile. Your Baseline Profile is a series of questions that only you will know the
answers to. To set up your baseline identity enter your user Id and password into the fields below and hit
cantinue.
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https://www.egov.state.ia.us/warrants/warrantProcessorServlet

ON-LINE PAYROLL WARRANT LOGIN PROCESS

4. Enter the same User ID & password as in Step 3 and click on the “continue” tab. The following will appear:
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Wab Warrants usas [TO's Entarprise Authentication & Authorization system which provides users, such as yoursalf, the ablity to resst your
password should yau aver farget it. Ta facilitats . W requine you to provide us with quastion and answar pairs which is rofered ta as your
igentity baseline. In the event you forget your password, you wil be provided with 3 ink that states somothing like ‘forget your password’ from the
login scraen. If you click that Ink you will be brought to an identity baseine venfication page that will slaw you to provide the Snswers to the
questions you have selected, Once you answar all questions correctly, you wil be able to change your passward. For these reasons, it is important
that you select and answar your quastions canefully below. If you have any quastion concaming the aparation of this system plaase contact ITD's
Help Desk ot 515-281-5703. 1TD would ke to thank you for your participation in ths preject,
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5. There are 5 confirmation questions that must be answered to establish your account identity baseline record.
The first 3 questions must be selected from those provided. Use the drop down arrows and select 3 different
guestions. You must type the answer to the questions twice. Type in 2 questions unique to yourself and
answer the questions (twice). If you should forget your password in the future, clicking on the “forget password”
tab as shown in Step 2 will require you to answer these questions and reset your password. Click on the “Save
Identity Baseline” tab. If all questions are established and answered correctly, the following screen will appear:
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Enterprise Authentication and Authorization

Message

ldentity Baseline data saved,
To continue click here
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6. Click on the “click here” link. Now that your identity baseline record is established, the system will force you to
log in again. Steps 3 through 6 will need to be performed only the first time you log in.
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7. For future reference, changing your network password will automatically change the password to this
application. Passwords must be 8 characters in length and contain at least 3 of the following 4 characteristics.

1. English uppercase characters (A through Z)
2. English lowercase characters (a through z)

3. Base 10 digits (0 through 9)

4. Non-alphanumeric characters (e.g., !, $, #, %)

User accounts will be locked after 3 unsuccessful login attempts. You may unlock your password by clicking on
the “Forgot Password” tab on the Login screen and correctly answering the 5 questions established in Step 4. If

you are unsuccessful in correctly answering the questions, call the ITE help desk at (515) 281-5703 to unlock
your account.

8. Once logged in, the following “News” box will appear. The "News" page will contain information previously
printed on a payroll insert. Click on "Continue".
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9. The page below displays the detail of the most recent warrant. Use the scroll bar to the right to move up and
down the detail page.
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10. Clicking on the "History Button" displays select information for the current & previous calendar years. Clicking
on the "Warrant Detail" tab adjacent to any pay period will display the "Warrant Detail* screen for that pay
period.
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11. You may change your password by clicking on the "Change Password" tab from the "Warrant Detail" screen.
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Mote: Passwords should contam a minimum of 8 alphanumeric characters (a mix of
upper and lower case) including at least one special character.
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